FIG.1 



Public network 50 



30 



Radio base 
station 



Control 
apparatus 




Portable apparatus 
10 



IC card 



FIG.2 



(a) 



IC card 




(b) 



128^ 

126^ 
123 



125 

I 



T 



Memory cell 



Memory read circuit 



Clock extraction circuit 


Selector 


Counter 
circuit 


Transmission/ 
reception circuit 




Power 
generation 
circuit 



124 



121 



f 

127 



122 Antenna 



12 



FIG.3 



(a) 96 bit 32 bit 

Av ^ — 







ID number 


A1 


A n 


Keyed MAC 



(b) 



Class A 



| ID number A<\ |A n | Keyed MAC 



Class B 





ID number 


A 1 - 


An-1 


Keyed MAC 



Class Y [J_ 



ID number 



A-j Keyed MAC 



Class Z 



ID number 



Keyed MAC 



FIG.4 



23 

d— 

Encryption/decryption 
unit 



Radio-communication 
interface unit 

22 



26 

d— 

Control unit 



IC - card 
interface unit 

v 

21 



24 



Input unit 



Display unit 

V 

25 



Portable apparatus 



20 



FIG.5 



201 



202 



CPU 



I 



Memory 

Zf 



208 



Interface unit 



£ 



Radio 
telephone 

— r 

207 



5& 



IC - card 
reader 

— ^ 

206 



Input/display 
unit 



s 

205 



External 
storage unit 

s 

203 



FIG.6 



33 



35 



Encryption/decryption 
unit 




Control unit 












Communication - 
interface unit 




Authentication 
unit 






32 




34 




ID 

database 




30 



Control unit 



FIG.7 



(a) 



(b) 



Attributes 


ID number 


Cataloged information 


Ai 




A n 






** 


^ealeakakakakakate 








»Mc 










** 


-Jr-|r n l r fJj"J J --J^-xlr"ilf 
Jf* JJU JyL 


•rTTT'l"! 1 ■ "I* 1 " "1'™ n^TTT ■ 






** 


akatafcalolcatolcak 








** 


ijj'" ilj ilr -J,* 'X* -JL- -Jf ""X* 

^^"^T*^^"^^^r* "T 1 " 























Class A 



Attributes 


ID number 


Cataloged information 


Ai 




A n 





































Class B 



Attributes 


ID number 


Cataloged information 


Ai 




A n -1 

































FIG.8 



301 



302 



CPU 




Memory 


t 




^ 308 


Interface unit 




£3 



Radio 
telephone 

r 

307 



External 
storage unitl 

s 

303 



304 



External 
I storage unitl 



© 



FIG. 9 



IC card 10 Portable apparatus 20 

1 

S1002 

Transmit an 
electric wave 



Control apparatus 30 



Receive a display 
command 



Gene 
pow 


rate 
er 


1 


Read 
inform 


out 
ation 



S1003 



S1004 



S1005 

Transmit 
information 



S1009 




S1001 



S1006 



Transmit information 
(cryptocommunication) 



S1008 



Authenticate 
the MAC 



Transmit an error notice 
( in the case of a NOGO) 



Display the error 

notice ( in the 
case of a NOGO) 



S1011 



S1007 



Read out infor- 
mation ( in the 
case of an OK) 



S1010 



Transmit information 
(cryptocommunication, 
in the case of an OK) 



S1012 



Display information 
(in the case of an OK) 



FIG.10 



IC card 10 



Portable apparatus 20 
I 



Control apparatus 30 



S1102 



Receive a write 
command 



Transmit an 
electric wave 



Generate 
power 

I 



S1103 
S1104 



Read out 
information 



S1105 



Transmit 
information 



S1109 



S1101 



S1106 



Transmit information 
(cryptocommunication) 



S1108 



S1107 



Authenticate 
the MAC 



Transmit an error notice 
(in the case of a NOGO) 



Display the error 
notice (in the case 
of a NOGO) 



S1110 



Catalog the write 
information (in the 
case of an OK) 



S1111 



Transmit a completion notice 
(in the case of an OK) 



S1112 



Display the com- 
pletion notice (in 
the case of an OK) 



FIG.11 



23 



Encryption/ 
decryption 
unit 



22 



Radio- 
communication 
interface unit 



21 



IC - card 
interface unit 



27 



Authentication 
unit 



26 



Control unit 



24 



Input unit 



25 



Display unit 




Temporary 
ID database 



29 



Attribute- 
number/displayed- 
informalion table 



Portable apparatus I 

60 



FIG. 12 



33 



Encryption/ 
decryption 
unit 



32 



Communication- 
interface unit 



35 



Control unit 



Attribute- 
number/displayed- 
information table 





ID 

database 




Control unit 



70 



FIG.13 



Attributes 


ID number 


User ID 


Cataloged information 


A i 




A n 


number 


** 




** 


sjc sfc sjc sjc s|c sjc s|c sjc 


******* 


********** ******** 


** 




** 






********** ******** 


** 




** 


* a|e ** * * * a|c 






** 




** 








** 




** 






********** ******** 























FIG.14 



IC card 10 



Portable apparatus 60 

i 



Control apparatus 70 



S2002 



Receive a display 
command 



Transmit an electric wave 



Generate power 
and read out 
information 



S2003 



S2004 



Transmit 
information 



S2001 



S2005 



Determine whether 
or not to update the 
temporary database 



r 



Implement only 
if the temporary . 
database needs 
to be updated \ 



S2006 



Transmit attributes 
(cryptocommuni cation) 



S2D07 

Transmit some data of the database 
(cryptocommunioation) 



Update the 
temporary 
database 



i 



Authenticate 
the MAC 

I 



S2008 



S2009 



Display the error 
message (in the case 
of a NOGO) 

I - 



Display the information 
(in the case of an OK) 

1 



S2010 



S2011 



FIG.15 



IC card 10 



Portable apparatus 60 
. S2101 



Co ntrol apparatus 70 



S2102 



Receive a write 
command 



Transmit an electric wave 



Generate power 
and read out 
information 



S2103 



S2104 



Transmit 
information 



S2105 



Authenticate 
the MAC 



S2106 



I 



Implement as 
many times as IC 
V cards 1© for 
f which information 
is cataloged 



Display the error 
message (in the 
case of a NOGO) 



S2107 



I 



Catalog information 
temporarily and display 
the information (in the 
case of an OK) 

— i — 



S2201 



Receive a com- 
mand to update 
the database 



S2202 



Transmit information 
(Cryptocommunication) 



S2204 



Transmit a completion notice 



S2203 



Update the 
database 



Display the 
completion 
notice 



S2205 



